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Abstract 
Facebook (FB) is a popular social networking site that becomes a basic tool 
for social interaction and networking among users. Users are able to access 
their friends profile information. Users can also setting their personal 
information either visible privately or open for public. However, there are 
users who are not aware of the privacy setting. Therefore, others can see 
their status updates, photos and other things they post in Facebook. A 
preliminary study has been conducted in order to identify students’ 
awareness on Facebook privacy. The findings of this study revealed that 
most of the students aware about the privacy setting in Facebook. Therefore, 
most of them have not experiencing their Facebook account being hacked 
by others. Future research need to be conducted with a bigger sample size 
in order to better understand students’ awareness on social media privacy.     
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Introduction  
Previous study has shown that social media such as Facebook has becoming a 
major tool for society to communicate. Facebook are easy to use and inexpensive 
which beneficial in maintaining relationship among users. However, there are some 
users who are not aware of the privacy setting tools. Therefore, real privacy risks are 
believed to arise when users disclose information about themselves online. The 
issue of online social network privacy has been discussed by researchers in order to 
provide better tools for managing privacy (Liu et al., 2011).  This paper discusses 
past research on Facebook and a preliminary study that was conducted to explore 
students’ awareness on Facebook privacy.    
 
Literature Review 
Past studies have attempted to determine the reasons why social network users 
are unconcerned and unaware of the privacy concerns associated with their online 
information sharing. The real privacy concerns arise when other users have access 
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to the personal information published on Facebook because of the high frequency 
Facebook usage in sharing information without concerning of privacy setting 
(Acquisti and Gross 2006). For example, users posted some personal information 
about themselves on Facebook without properly setting their privacy preference will 
enable others to see their posted information. They are unaware of a large number 
of people who are allowed to view the information and the implications probably 
associated with these viewings. 
A study conducted by Tuunainen, Pitkanen and Hovi (2009) indicate that majority 
of the respondents are active users of Facebook and disclose a substantial amount 
of private information. There also are not well aware of the visibility of their 
information to public (other Facebook users). However, many of the respondents 
were awakened by the survey conducted, and decided to pay more attention to their 
Facebook privacy setting in the future. 
O’Brien and Torres (2012) surveyed Facebook users’ awareness of privacy 
issues. The study reveals more than half of Facebook users have a high level of 
privacy awareness. Most of their privacy concerns relating with third parties’ access 
to Facebook users’ information. However, only one-quarter of users trust Facebook, 
although the majority of the users believe both Facebook and the users equally have 
an obligation to protect users’ information. 
A survey on users’ attitudes toward interpersonal privacy concerns on Facebook 
has been conducted by Johnson, Egelman and Bellovin (2012). The survey revealed 
that the current privacy setting allow users to effectively manage users privacy 
concerns. In the year 2013, Hashim, Rashid and Yusof have conducted an 
exploratory study to explore the level of knowledge related to privacy among 
Malaysian youth when using social media. From their study, more than 80% of the 
respondents published their actual personal information, and 66% of them feel 
difficulties to change their privacy setting while only 32% of them using the privacy 
feature. The results of the study revealed that too many information available publicly 
thus vulnerable to be picked up by identity theft. Malaysian youth overlook the 
consequences of making too much private information available publicly (Hashim, 
Rashid & Yusof, 2013). 
   
8. Research Methodology 
This preliminary study used survey method for data gathering. For this study, 30 
undergraduate students at Universiti Utara Malaysia (UUM) are selected as 
respondents. All of them age between 20-25 years old. Convenience sampling 
technique is used to select the respondents for this study. 
 
 
Results and discussion 
The survey involves 30 undergraduate students. The majority of the respondents 
were Malays (n=18 or 60.0%) while the others are Chinese (n=11 or 36.7%) and 
Indian (n=1 or 3.3%). As shown in Figure 1, most of the respondents (46%) use 
Facebook frequently for communications while 27% of them prefer to seek 
information through Facebook. Only 7% of them use it to update their Facebook 
status. 
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Fig. 1: Facebook usage 
 This study intends to understand students’ behaviour concerning Facebook 
security. As illustrates in Figure 2, this study revealed that most of the respondents 
(37%) will always log out after each Facebook session. However, 30% of the 
respondents never log out their Facebook session. Figure 3 shows that majority of 
the respondents (77%) did not change Facebook password regularly. Only a small 
number of respondents (23%) tend to change their password regularly. 
 The results shows, the students fairly aware of the importance to log out after 
each Facebook session as a way to protect their privacy by ensuring that others will 
not be able to use their Facebook account without permission. Although one of the 
methods to protect privacy is by changing password regularly, only some students 
tend to do it frequently. One reason for this can be because they feels that Facebook 
mostly use for social networking among friends. Therefore, “the privacy risks are 
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Fig. 3: Changing password regularly 
 This study also aims to identify students’ awareness about Facebook privacy. 
The findings shows (Figure 4), majority of the students (73%) aware on the privacy 
setting. They use it to protect their privacy by identifying which Facebook users will 
be able to view their information and updates. Similarly, almost all of the respondents 
in a study conducted by Tuunainen et al. (2009) aware that the privacy settings can 
be modified and majority of them use it to set their privacy.  However, a survey by 
Hashim et al. (2013) revealed that although some of the respondents know about the 
privacy features, most of them hardly change their privacy settings because they 
mostly use Facebook for online social activities and the information shared is not 
valued to others.  
     
 
Fig. 4: Facebook privacy awareness  
 Table 1 indicate respondents’ responses on their trust with Facebook privacy. 
Majority of them (70%) agree that the privacy of their personal information is 
protected by Facebook and most of them (63%) trust Facebook will not use their 
personal information for any other purpose. Although they trust that Facebook will 
protect and will not disclose their personal information, 47% of the respondents still 
worry about their privacy and data security when using Facebook. This findings 
support the study conducted by Tuunainen et al. (2009) which showed that most of 
the Facebook users trust Facebook with their private information. However, the 
results contrast with O’Brien and Torres (2012), who reports that only a small 
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remain neutral on statements relating to trust. Therefore, it “might suggest Facebook 
users have no preference for trust on the social networking site or have never 
thought of the need to trust” (O’Brien & Torres, 2012). 




Level of agreement 
Strongly 
disagree 
Disagree Agree Strongly 
agree 
1 believe that the privacy of my 
personal information is protected by 
Facebook 
0% 27% 70% 3% 
I trust that Facebook will not use my 
personal information for any other 
purpose 
3% 27% 63% 7% 
I worry about my privacy and data 
security while using Facebook  
3% 27% 47% 23% 
 
9. Limitation, suggestion and conclusion 
This study contributes by providing understanding on students’ awareness on 
Facebook privacy. This study revealed that most of the students aware about the 
privacy setting in Facebook. However, the respondents only represent a small group 
of students. Therefore, future research needs to be conducted with a bigger sample 
size in order to better understand students’ awareness on social media privacy. To 
provide different views and findings, future research on other social media 
applications such as Instagram and Twitter should also be conducted. Another 
possible research area would be to explore the factors affecting privacy awareness 
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